PART I

ISK, [T HREAT ASSESSMENT
AND “THER [ OOLS

In first part of this Manual we are covering the
basic security concepts, some practical tools and
security approaches to some specific cases.

All of them will be integrated in the security plan
and security manual of the organisation.

CONTENTS OF FIRST PART:

Making informed decisions about security and
protection

Assessing risk

Understanding and assessing threats
Security incidents

Preventing and reacting to attacks

Drawing a global security strategy
Preparing a security plan

Improving security at work and home
Security for women human rights defenders
Security in armed conflict areas

Security in communication and information
technology
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king informed decisions
about security and
protection

Purpose:

To become aware of the importance of analysing your working
environment for security reasons.

To learn different methods for undertaking context and stake-
holder analyses.

Human rights defenders’ working environments

Human rights defenders usually work in complex environments, where there are
many different actors, and which are influenced by deeply political decision-
making processes. Many things will be happening almost simultaneously, with
each event impacting on another. The dynamics of each actor, or stakeholder,
in this scenario will play a significant role in that actor’s relationships with oth-
ers. Human rights defenders therefore need information not only about issues
directly related to their work, but also about the positions of key actors and
stakeholders.

A first, simple exercise would be to organize a group brainstorming to try to iden-
tify and list all the social, political and economic actors that may have an influ-
ence on your current security situation.

Analysing your working environment

It is very important to know and understand as much as possible about the con-
text you are working in. A good analysis of that context enables informed deci-
sions about which security rules and procedures to apply. It is also important to
think about possible future scenarios, in order, where possible, to take preven-
tive action.

However, simply analysing your working environment isn’t enough. You also
need to look at how each intervention could affect the situation and how each
actor might react. It is also important to take into account the extension of a
work space. You can undertake an analysis at macro level by studying a coun-
try or a region, but you also have to find out how those macro dynamics func-
tion in the particular area where you are working, i.e. the micro dynamics.
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For instance, paramilitaries in one local area may act differently to how you
might expect following a regional or national analysis. You need to be aware of
such local characteristics. It is also crucial to avoid having a fixed view of a work
scenario, because situations evolve and change. They should therefore be
reviewed regularly.

Asking Questions, the Force Field Analysis and the Stakeholder Analysis
are three useful methods for analysing your working environment:

You can understand your working environment better simply by asking the right
questions about it. This is a useful tool for generating discussions in a small
group, but it will only work if the questions are formulated in a way that will
make it easy to find a solution.

Suppose, for example, that harassment by local authorities has become a prob-
lem. If you phrase the question as: “"What should be done to reduce the harass-
ment?”, you may find yourselves simply looking for a remedy to a symptom, i.e.
the harassment.

But if you phrase the question to point toward a solution, you may be on your
way to finding a real solution. For example, if you ask: “Is our socio-political
environment safe enough for doing our work?”, there can be only two answers -
yes or no.

If the answer is yes, you will need to formulate another question that can help
you pin-point and properly understand the critical issues at stake for maintain-
ing your safety. If, after proper consideration of all available activities, plans and
resources, as well as legislation, negotiations, comparisons with other defenders
in the area, etc, the answer should turn out to be no, this in itself will amount to
a solution to your security problem.

Using the Asking Questions method:
Look for questions that will help you pin-point and properly understand
the critical issues at stake for maintaining your safety;
Formulate the questions in a solution-oriented way;
Repeat this process as many times as necessary (as a discussion).
Some useful questions to be asked:
Which are the key issues at stake in the socio-political and economic
arena?
Who are the key stakeholders in relation to these key issues?

How might our work affect negatively or positively the interests of
these key stakeholders?

How might we react if we became targeted by any of these actors due
to our work?



Is our socio-political environment safe enough for doing our work?

How have local/national authorities responded to previous work of
rights defenders related to this issue?

How have the key stakeholders responded to previous or similar work
of rights defenders or others related to these issues?

How have the media and the community responded in similar circum-
stances?

Etc.

Force field analysis is a technique which can help you visually identify how dif-
ferent forces are helping or hindering the achievement of your work objectives.
It shows both supporting and resisting forces, and works on the assumption that
security problems might arise from resisting forces, and that you could take
advantage of some of the supporting forces. This technique can be completed by
just one person, but is most effective when used by a diverse group with a clear-
ly defined work objective and a method for accomplishing it.

Begin by drawing a horizontal arrow pointing to a box (you working towards your
objective). Write a short summary of your work objective in this box. This will
provide a focus for identifying supporting and resisting forces. Draw another box
above the central arrow. List all potential forces which could be preventing you
from achieving your work objective here. Draw a similar box, containing all
potential supportive forces, underneath the arrow. Draw a final box for forces
whose direction is unknown or unsure.

Chart 1: Force field analysis for assessing working environments

A

Resisting forces

HRD Work objective

Y

Supporting forces

Forces of
unknow
direction

After completing your chart it is time to evaluate the results. Force field analy-
sis helps you to clearly visualise the forces you are dealing with. The goal is to
find ways to reduce or eliminate risk generated by resisting forces, partly
through potential help from supporting forces. In terms of the forces of unknown
direction, you will need to decide whether to look at them as supporting, or to
monitor them continuously in order to detect signs of them becoming either
resisting or supporting.
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Eor example:

Imagine that you belong to an organisation dealing with indigenous peo-
ple’s rights to natural resources on their own land. There are ongoing
conflicts between a number of stakeholders about the exploitation of
those resources. You now want to extend your work to a neighbouring
area with similar problems.

= Powerfull companies exploiting the resources
-«——— = Government officials who benefit from bribery
m Etc.

We want to
extend our work
T to a neighbouring

HRD

Y

area

= One company has
agreed to consider
suspension of the
exploitation

= Some international NGOs
support our work —
m We have a lot of experien-
ce and strong local position

Actors (or stakeholders) Analysis

Actors or stakeholder analysis is an important way of increasing the information
you have available when making decisions about protection. It involves identify-
ing and describing the different actors or stakeholders involved and their rela-
tionships, on the basis of their characteristics and interests - all in relation to a
given protection issue.

A stakeholder in protection is any person, group or
institution with an interest in, or involvement in,
a policy outcome in the area of protectioni.

Stakeholders in protection can be categorised in the following way:

Primary stakeholders. In a protection context, these are the defenders
themselves, and those they work with and for, because they all have a pri-
mary stake in their own protection.

1 Adapted from Sustainable Livelihoods Guidance Sheets No. 5.4 (2000)




Duty-bearer stakeholders, who are responsible for protecting defen-
ders, i.e.:

Government and state institutions (including security forces, judges,
legislators, etc)

International bodies with a mandate that includes protection, such as
some UN bodies, regional IGOs, peacekeeping forces, etc;

In the case of opposition armed actors, they can be held accountable
for not attacking the defenders (as they are civilians), especially when
these actors control the territory.

Key stakeholders, who can significantly influence the protection of
defenders. They may have political clout or the capacity to put pressure on
duty-bearer stakeholders who do not fulfil their responsibilities (such as other
governments, UN bodies, etc), and similarly some of them may be often direct-
ly or indirectly involved in attacks and pressure against defenders (such as pri-
vate corporations, the mass media or other governments). It depends on the
context, interests and strategies of each of these key stakeholders. A non-
exhaustive list could include:

UN bodies (other than mandated ones);

The International Committee of the Red Cross (ICRC);

Other governments and multilateral institutions (both as donors and
policy-makers);

Other armed actors.

NGOs (either national or international);
Churches and religious institutions;
Private corporations;

The mass media

A major difficulty with establishing which strategies and actions are being under-
taken by stakeholders is that the relationships between them are not clear-cut,
or may even be non-existent. Many duty-bearer stakeholders, particularly gov-
ernments, security forces and opposition armed forces, cause or contribute to
human rights violations and a lack of protection for defenders. Some stakehold-
ers, who would otherwise share the same protection concerns, may also have
competing interests, such as other governments, UN bodies and NGOs. These
factors, along with those inherent in conflict scenarios, project a complex picture
of the working environment as a whole.

siopuajep sybld uewny 10 [enuew uonda30id MaN



New protection manual for human rights defenders

ANALYSING CHANGING STAKEHOLDERS, STRUCTURES AND PROCESSES

takeholders are not static actors. They relate to each other at multiple le-
vels, creating a dense web of relationships. It is important to pay attention
to relationships which shape and transform people's protection needs.

tructures are interrelated parts of the public sector, civil society or private

bodies. We will look at them from the point of view of protection. Within the
public sector, we could look at a government as a set of actors with either one
unified stra-tegy or with confronting internal strategies. For example, we could
find strong discrepancies between the Ministry of Defence and the Ministry of
Foreign Affairs when discussing policies related to human rights defenders, or
between the Ombudsman's office and the military. Structures can have mixed
components; for example, an inter-sectoral commission (members from the
government, NGOs, the UN and diplomatic corps) could be created to monitor
the protection situation of a given human rights defenders organisation.

Processes are the chains of decisions and actions taken by one or more
structures with the goal of improving the protection situation of a given
group. They can be legislative processes, cultural processes and policy pro-
cesses. Not all processes are successful in achieving improvements in protec-
tion: On many occasions protection processes are in conflict or render each
other ineffective. For example, people allegedly being protected may not accept
a policy protection process led by the government, because they see it as ha-
ving an implicit aim of displacing people from an area. The UN and NGOs may
support people in this process.

A stakeholder analysis is key to understand:

who is a stakeholder and under what circumstances their “stake”
counts;

the relationships between stakeholders in protection, their characteris-
tics and interests;

how these will be affected by protection activities;

each stakeholder’s willingness to become involved in those protection
activities.

There are a number of ways to do a stakeholder analysis. The following uses a
straight-forward methodology, which is key to getting good results.



When assessing protection processes it is important to look at them with an ade-
quate time perspective and always take into account the interests and objectives
of all stakeholders involved.

A stakeholder analysis in four steps:

1+ Identify the wider protection issue (i.e. the security situation of
human rights defenders in a given region within a country).

2+ Who are the stakeholders? (Namely, which are the institutions and
groups and individuals with a responsibility or an interest in protec-
tion?) Identify and list all stakeholders relevant to that protection
issue, through brainstorming and discussion.

3¢ Analyse the stakeholders’ characteristics and particular attributes,
such as responsibilities in protection, the power to influence the
protection situation, aims, strategies, legitimacy and interests
(including the will to contribute to protection).

4+ Investigate and analyse relationships between stakeholders.
After undertaking this analysis, you may wish to use a matrix like the following.

Place the list with all stakeholders relevant to a well-defined protection issue in
a matrix (see Chart 1.2): Repeat the same stakeholders list in the first column
and along the first row. Next:

Analyse the attributes of each stakeholder (aims and interests, strate-
gies, legitimacy and power), fill in the boxes in the diagonal line where
each stakeholder intersects with itself:

For example:

Analyse the relationships between stakeholders, fill in the boxes that
define the most important relationships in relation to the protection issue,
for example, the one which intersects between the army and the United
Nations High Commissioner for Refugees (UNHCR), in box “B”, and so on.

After filling in the most relevant boxes, you will have a picture of the aims and
strategies and interaction among the main stakeholders in relation to a given
protection issue.
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Chart 2: A matrix system for stakeholder analysis

ARMED | NATIONAL INTER-
OTHER
GOVERN- OPPOSI- | HUMAN UN NATIO
ARMY PoLice CHURCHES | GOVERN-
MENT TION RIGHTS vEnTs | AGENCIES | NAL
GROUP | NGOs NGO
(stake-
GOVERNMENT holder)
Y
(stake- -
LGN holder) >B
A
(stake-
Potice holder)
ARMED Ay
OPPOSITION ‘
GROUPS - f
NATIONAL tak
HUMAN RIGHTS gz%:;;
NGOs
/ (stake-
CHURCHES / holder)
OTHER (stake-
GOVERNMENTS holder)
(stake-
UN AGENCIES holder)
INTERNATIONAL / (stake-
NGOs / holder)
BOX \\BII
INTERRELATIONSHIP y
Box “A” BETWEEN STAKEHOLDERS:
FOR EACH STAKEHOLDER: ) o ]
(Interrelationship in relation to the
= aims and interests protection issue and in relation to
= Strategies strategic issues for both stakeholders)
= legitimacy
= power

New protection manual for human rights defenders




Summary

All human rights defenders face risks

Not all human rights defenders are equal in
front of risks

Risks depend on the political context.
The political context changes, it is dynamic.
Thus, the risk is dynamic.

This is the hypothesis on which we base the
importance of finding key information by asking
the right questions.

Then, map and analyse the stakeholders with all
their components up to their deepest many sub-
strata.

Establish how they all interact as to protection
issues and how the latter relate to stakeholder’s
strategic issues.

Find converging and diverging interests,
alliances, operational methods etc.

See what are the underlying structures and
processes.

You will be able to pinpoint the different forces
(resisting, supporting and of unknown direction)

The first time through the above steps can be
demanding. Then, if your analysis is updating
regularly, it is far easier

This will help you making informed decisions
about security and protection.
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